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Big Picture: Tt feral Health IT Strategic Plan &

the Interoperability Vision for the Future Health IT'gOV\.

Federal Health IT Strategic Plan
VISION

High-quality care, lower costs, healthy
population, and engaged people

MISSION

Improve the health and well-being of Goal 4

individuals and communities through the use Objective A:
of technology and health information that is

accessible when and where it matters most Implement the Shared Nationwide
Interoperability Roadmap

Goal 1
Advance Person-Centered
Health and
Self-Management

Goal 2 Goal 3

Transform Health Foster Research,
Care Delivery and Scientific '
Community Knowledge, f
Health and Innovation

e

Enhance Nation's

Health IT Infrastructure



Interoperability Defined Healﬁﬁ'govt

> |EEE as basis:

= The ability of a system to exchange electronic health
information with and use electronic health information from
other systems without special effort on the part of the user.

» Less Jargon-y:

= Allindividuals, their families and health care providers should
be able to send, receive, find and use electronic health
information in a manner that is appropriate, secure, timely and
reliable to support the health and wellness of individuals
through informed, shared decision-making.
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Overview of Feedback from Draft Roadmap Healtﬁl;fl'go “\r

\%

* General agreement on interoperability
requirements set forth in the draft, even if some
disagreement about details

— Recommendations to restructure the document
— Mixed feedback on governance approach

— Confusion about some privacy and security concepts, particularly
related to permission/choice

— Desire for more clarity/detail on standards direction
— Call for unique health identifier



Principle-based Interoperability Healffﬁgo *

o o -

BUILD UPON EXISTING MAINTAIN ONE SIZE DOES
HEALTH IT INFRASTRUCTURE MODULARITY NOT FIT ALL

© L Y

CONSIDER THE CURRENT
ENVIRONMENT AND SUPPORT EMPOWER SIMPLIFY
MULTIPLE LEVELS OF ADVANCEMENT INDIVIDUALS

O o

PROTECT PRIVACY AND SECURITY IN LEVERAGE FOCUS
ALL ASPECTS OF INTEROPERABILITY THE MARKET ON VALUE

SCALABILITY AND
UNIVERSAL ACCESS




Overarching Goals Healtfﬁﬁ'gov*

2015-2017: Send, receive, find and use priority data domains
to improve health care quality and outcomes.

2018-2020: Expand data sources and users in the
interoperable health IT ecosystem to improve health and
lower cost.

2021-2024: Achieve nationwide interoperability to enable a
learning health system, with the person at the center of a
system that can continuously improve care, public health, and
science through real-time data access.



Structure of the Final Roadmap

DRIVERS

Shared Decision-Making
Rules of Engagement &
Accountability

-« SEND
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POLICY & TECHNICAL COMPONENTS Al " OUTCOMES

A learning health system enabled by nationwide interoperability, that
supports all stakeholders, especially individuals and providers.

Individuals

Public Health
Human Services
Payers
Research

Providers

Technology Developers




How the Roadmap’s Organized

L
HealthITgov ™

Milestones

2018-2020 SEEEEE ) o  2021-2024

A learning health system
enabled by nationwide
interoperability

|

Al.1 Milestone Text

A1.2 Milestone Text

A1.3 Milestone Text

——2> Calls to Action

3 Commitments

——2> Calls to Action

—3» Commitments

——2> Calls to Action

—3» Commitments



Consolidated Section Tables

Table 4: Milestones, Calls to Action and Commitments for Verifiable [dentity and Authentication of All Participants

D1. Milestones

. B5% of heatth care organizations parmit patent acoess to patient

2015-2017

Send, receive, find and use priority data elements to
improve health and health care quality

portals via usermame and password plus knowledpe-based
aftributes or emerging techmologies in lieu of passwords o reduce
yulncahilities in identiy thefl

2018-2020
Expand interoperable health IT and users
{o improve health and lower cost
2. At least 50% of health care organizations
have implkemented identity proofing and

authentication best praciices developad
ip03]

Hea I’[ﬂﬁ.govt

2021-2024

Achieve nationwide interoperability to
enable a leaming health system

. 90% of health care registration

systems support the creation of
a:::::unEfnr l:areg'uers prowies and

Calls to action will depend on wihat the

proofing and authentication, including specific levels of assurance,
and will consuft with OCR fo ensure they are consisient with tha
HIPAA Sacurity Rulke and best practces already adopted for othar
comparable indusiries.

D2. Calls to . Technology developers should develop or adopt innovative 6. Haealth care providers and their tachnical
Action solutions, such as mobile technologies and RESTiul approaches, to systems should allow authant ing | health IT ecosystermn neads are as we
provide efficient, effective paths for individual and provider identiy l::rede-ntals. Issued by othezoms ins | move towards the 10-year timeframe.
authentication. cragine Bst=rfl=} b,
. Health care organizations should work with Identity SD0s (ag., P
Safebiopharma, Kantara, OpenlD foundation, ':}.ﬁumzlh:-a"rsuree d thair technical
health came use cases are addressed in identity management O sllow authentication using
frameworks. fials Issued by other organizations
. Health care indusiry stakeholders should ba Y} e that meet ONC best practices.
Fedaeral Identity. Credential, and E. Health care organizations should find
Rosdmap and [mpkzmen BTC the right balance of securty and usabiliy
standards and best prachc by taking into consideration the diverse
. The Federal Healih Arch A‘.-aru:l participating fedaral charactenstics of their consumers
agencles should adopt ONC recommendead best practices on 9. Health care organizations should adopt
authentication. identify procfing and authentication best
. MIST, OCR, CMS, COC, FOW and other stakeholdars should practices developed in 03.1.
collaborate reganding approaches for Identify management, including
HIPAA puidance for remots identity, authentication and access
management
D3. . ONC, In consuliation with stakeholdars, will establish and adopt Calls to action will depend on what the health | Commitmenis will depend on what the
Commitments best practices for provider and individualconsumer identity IT ecosystem needs are as we move towards | health | T ecosystern neads ane as we

the skk-year timeframe.

mizwe towards the 10-year timeframe.
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FIVETS HealthITgov \

DRIVERS = . POLICY & TECHNICAL COMPONENTS Al '> OUTCOMES

Shared Decision-Making
Rules of Engagement &
Accountability

>

o SEND Industry-wide Testing
1RECEWE & Certification
| Verifiahle Identity Q FIND inttastiiBte

| & Authentication
: & USE

A learning health system enabled by nationwide interoperability, that

supports all stakeholders, especially individuals and providers.
Ubiquitous Secure
Network Infrastructure

Individuals

Public Health

A Supportive
Payment

Consistent

Understanding & Technical Human Services

| Consistent Representation :
& Regulato - e Representation
Envirgonmeg G At SSHOR of Permission Payers
Research
STANDARDS & FUNCTIONS Providers
Secqre, Standard Directories & Consistent Data
Services Resource Location Formats Technology Developers
Consistent, Secure Consistent Data Accurate Individual
Transport Technique(s) | Semantics Data Matching

* A. A Supportive Payment and Regulatory
Environment
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Policy and Technical Components (1) HealtﬁTgov“f\

DRIVERS  leieelly POLICY & TECHNICAL COMPONENTS Agialialiialiaiiiiil it '> OUTCOMES

A learning health system enabled by nationwide interoperability, that

supports all stakeholders, especially individuals and providers.
Uhiquitous Secure

Network Infrastructure :
4 - -
SEND Industry-wide Testing

1RECE|VE & Certification

Verifiahle Identity Q. FIND Infrastructure
& Authentication
& USE
A Supportive .

I
Payment : nders echnical
y Consistent Representation A Tochiscat

of Authorization

Individuals

Public Health

Human Services
& Regulatory

; Payers
Environment

Research

Providers

STANDARDS & FUNCTIONS

Secure, Standard Directories & Consistent Data
Services Resource Location Formats
Consistent, Secure Consistent Data Accurate Individual
Transport Technique(s) =~ Semantics Data Matching

Technology Developers

* B. Shared Decision-Making, Rules of Engagement and Accountability
e C. Ubiquitous, Secure Network Infrastructure
e D. Verifiable Identity and Authentication of All Participants

 E. Consistent Representation of Authorization to Access Electronic Health
Information

 F. Consistent Understanding and Technical Representation of Permission to Collect,
Share and Use Identifiable Electronic Health Information
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Policy and Technical Components (2) Healt’ﬁTTgov“\

DRIVERS  leieelly POLICY & TECHNICAL COMPONENTS Agialialiialiaiiiiil it '> OUTCOMES

A learning health system enabled by nationwide interoperability, that

supports all stakeholders, especially individuals and providers.
Uhiquitous Secure

Network Infrastructure

<« SEND
¥ RECEIVE ol
Vr;%n?::.«!)le‘e Fr(lem?!y Q FIND R
& Authentication &, USE

Individuals

Public Health

A Supportive
Payment
& Regulatory
Environment

e Human Services
Consistent Representation iz

of Authorization Payers
Research

Providers

STANDARDS & FUNCTIONS

Secure, Standard Directories & Consistent Data
Services Resource Location Formats
Consistent, Secure Consistent Data Accurate Individual
Transport Technique(s) =~ Semantics Data Matching

Technology Developers

 G. An Industry-wide Testing and Certification Infrastructure
* H. Consistent Data Semantics
* |. Consistent Data Formats
J.  Secure, Standard Services
K. Consistent, Secure Transport Techniques
L. Accurate Individual Data Matching
M

. Health Care Directories and Resource Location .



Hea ltﬁﬁ'.gov“\r.

DRIVERS iy POLICY & TECHNICAL COMPONENTS Aol '> OUTCOMES

Shared Decision-Makin . L -
Rules of Engagement &g A learning health system enabled by nationwide interoperability, that
Accountability supports all stakeholders, especially individuals and providers.

Outcomes

Ubiquitous Secure

Network Infrastructure
- g
# SEND Industry-wide Testing

, ¥ RECEIVE & Certification
Verifiable Identity Q. FIND Infrastructure

& Authentication
& USE

Individuals

Public Health

A Supportive Consistent

Understanding & Technical

Payment

Human Services

Consistent Representation i
& Regulatory i Representation :
e | of Authorization of Permission Payers
Research
STANDARDS & FUNCTIONS Providers
Secure, Standard Directories & Consistent Data
Services Resource Location I Formats Technology Developers
Consistent, Secure Consistent Data Accurate Individual
Transport Technique(s) = Semantics Data Matching

* N. Individuals Have Access to Longitudinal Electronic Health

Information, Can Contribute to that Information, and Can Direct
It to Any Electronic Location

e 0. Provider Workflows and Practices Include Consistent Sharing

and Use of Patient Information from All Available and Relevant
Sources

e P. Tracking Progress and Measuring Success
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Stay Connected, Communicate, and Collaborate He al’[ﬁﬁ' govt

Browse the ONC website at: HealthIT.gov
click the “Like” button to add us to your network

g Signup for email updatES: public.govdelivery.com/accounts/USHHSONC/subscriber/new?

Visit the Health IT Dashboard: dashboard.healthit.gov

Request a speaker at: healthit.gov/requestspeaker

Subscribe, watch, and share:

| B |
> | t . @ONC HealthIT

m HHSONC

>
> g HHS Office of the National Coordinator
>

Health IT and Electronic Health Record

* Contact us at: onc.request@hhs.gov

Office of the National Coordinator for Health Information Technology

The Star and Swoosh, Putting the | in Health IT, the Putting the | in Health IT composite logo, HealthIT.gov, the HealthIT.gov composition logo,
HealthITBuzz, and the HealthITBuzz composite logo are service marks or registered service marks of the U.S. Department of Health and Human Services.


http://www.healthit.gov/
https://public.govdelivery.com/accounts/USHHSONC/subscriber/new?
http://dashboard.healthit.gov/
http://www.healthit.gov/requestspeaker
mailto:onc.request@hhs.gov
https://twitter.com/ONC_HealthIT
http://www.youtube.com/user/HHSONC
https://plus.google.com/115897569896631074599/about
http://www.linkedin.com/groups/Health-IT-Electronic-Health-Records-3993178?home=&gid=3993178&trk=anet_ug_hm
http://www.youtube.com/user/HHSONC
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