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Today’s Update

• Issue before the HITPC Privacy & Security Tiger 
Team 

• Update on a subset of OCPO projects
– Consumer Privacy & Security Survey

– Data Segmentation for Privacy (DS4P)

– Privacy and Security Educational and Training 
Materials
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Virtual Hearing on Non-Targeted Query

• HITPC’s Privacy & Security Tiger Team’s Public 
Hearing on June 24, 2013, 1 – 4 EDT

• An effort to 
• Gain an understanding of what type of policies 

are deployed to ensure that a “non-targeted 
query” for a patient record is 
appropriate, legal, and authorized 

• Learn about the thought processes behind the 
development of any such policies
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Privacy and Security Consumer Attitudes Survey

• Objectives:

– Identify and explore attitudes and preferences of 
consumers with respect to the privacy and security aspects 
of EHRs and health information exchange

– Identify changes in consumer attitudes over time

– Survey on at least core questions through 2014

– Leverage HINTs survey

• Status:

– Completed; results being analyzed
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Data Segmentation for Privacy Initiative (DS4P)

• Standards and Interoperability Initiative

• Strong Community Participation

– 306 Participating Individuals

– 100 Committed Members

– 94 Participating Organizations

• For more information: 
http://wiki.siframework.org/Data+Segmentation



DS4P Pilot Status

Pilot Name Development Data Types/ Status Use Case Scalability
Status Policies Scenarios

VA/ Testing Complete Title 38 Section As of June 2013, Direct and • Capabilities being
SAMHSA 7332 pilot has tested all Exchange, incl. integrated into iEHR and 

-Sickle cell anemia applicable parts of Break Glass eHealth Exchange
-HIV related the DS4P • Intended to be offered as 
information Implementation enterprise access control 
-Substance abuse Guide service 
information

Software  &  Requirements 42 CFR Part 2, Production in 2013 Direct and • Anasazi Exchange and 
Technology Development NY HIV (planned) Exchange incl. HEALTHeLink agreed to 
Vendors /Technical Testing Break Glass pilot to Anasazi providers
Association 
SATVA

NETSMART Testing with Tampa 42 CFR Part 2 Pilot evaluation Direct and •Plans to work with Illinois
2-1-1 system HIV Status (Public results Sep/Oct 2013 Exchange HIE, Kansas Health 

Health) Network and Tampa Bay 
Network to pilot

JERICHO/ Requirements 42 CFR Part 2 Dec 2013 HIE/Exchange • A provider and 
University of Development (Early Scenarios government agency are 
Texas Stages) considering participation

Greater New Completing Sprints, 42 CFR Part 2 Pilot evaluation HIE/Exchange • Records for approx 215K 
Orleans HIE Developing Test results Sep/Oct 2013 Scenarios patients from 10 
GNOHIE Cases organizations and 21 

clinics
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Privacy & Security Technical Assistance Materials

• Security 101 Awareness Video Series

– Introduction to fundamentals of information 
security topics for small and medium size 
providers

– Development coordination with HHS Office for 
Civil Rights (OCR)

– Anticipated release date on healthIT.gov in Fall 
2013



Security Training Game – Part II
www.healthIT.gov
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Mobile Device Privacy & Security 
Resource Center – Phase II Materials

Materials available on HealthIT.gov/mobiledevices include:

• Fact sheets 
• Posters
• Brochures
• Postcard 
• Educational videos



Helping Providers Integrate Privacy and 
Security into Their Culture

• Designed to help health care 
practitioners and practice staff 
understand importance of 
privacy and security of health 
information at various 
implementation stages

• Developed with assistance from
the American Health 
Information Management 
Association (AHIMA) 
Foundation, with input from 
HHS OCR and OGC

• Updating to reflect HITECH  
& MU updates
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New Edition 
Coming 
Soon!

http://www.healthit.gov/sites/default/files/pdf/p
rivacy/privacy-and-security-guide.pdf



Questions? 


