Big Bad Data: Law, Public Health,
and Biomedical Databases
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record (EHR) systems will have profound

impacts on clinical care. It will also have far-
reaching implications for public health research and
surveillance, which in turn could lead to changes in
public policy, statutes, and regulations. The public
health benefits of EHR use can be significant. How-
ever, researchers and analysts who rely on EHR data
must proceed with caution and understand the poten-
tial limitations of EHRs.

Much has been written about the risk of EHR pri-
vacy breaches.! This paper focuses on a different set of
concerns, those relating to data quality. Unlike clini-
cal trial data, EHR data is not recorded primarily to
meet the needs of researchers. Because of clinicians’
workloads, poor user-interface design, and other fac-
tors, EHR data is surprisingly likely to be erroneous,
miscoded, fragmented, and incomplete. Although
EHRs eliminate the problem of cryptic handwriting,
other kinds of errors are more common with EHRs
than with paper records. Moreover, automated pro-
cessing of EHR data can eliminate some opportuni-
ties for checks by humans. In addition, if causation is
at issue, analysts must grapple with the complexities
of making causal inferences from observational data.
Public health findings can be tainted by the problems
of selection bias, confounding bias, and measure-
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ment bias. These and other obstacles can easily lead
to invalid conclusions and unsound public health
policies.

The paper will highlight the public health uses of
EHRs. It will also probe the shortcomings of EHR
information and the challenges of collecting and ana-
lyzing it. Although some of the problems we discuss
apply to all research, including that based on paper
records, they will become all the more troubling and
important in an era of electronic “big data,” in which
massive amounts of data are processed automatically,
without human checks. Finally, we outline several reg-
ulatory and other interventions to address data analy-
sis difficulties.

Public Health Benefits of EHRs

The advent of EHRs brings with it a wealth of oppor-
tunities for enhanced public health initiatives. EHR
systems can report timely data that could facilitate
surveillance of infectious diseases, disease outbreaks,
and chronic illnesses. Software can extract data from
records, analyze them, and electronically submit them
to public health authorities, which will likely soon
receive unprecedented amounts of information.? In
fact, the “Meaningful Use” regulations with which
providers must comply in order to be granted federal
incentive payments for EHR adoption already require
that providers be able to submit three types of data to
public health authorities: lab results, syndromic sur-
veillance, and immunizations.?

EHRs will also greatly facilitate public health
research. Large EHR databases can enable research-
ers to conduct comprehensive observational studies
that include millions of records from patients with
diverse demographics who are treated in real clini-
cal settings over many years. Researchers could use
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these rich collections of data to study disease progress,
health disparities, clinical outcomes, treatment effec-
tiveness, and the efficacy of public health interven-
tions, and their findings may influence many public
health decisions. To this end, the Patient Protection
and Affordable Care Act of 2010 embraces the concept
of “comparative effectiveness research” and supports
the use of observational studies to evaluate and com-
pare health outcomes.*

EHRs may be particularly valuable during pub-
lic health emergencies. EHR systems may enable
responders to obtain critical medical information
about disaster victims in the absence of access to their
physicians’ offices and in the face of local computer
failures.’ Basic EHR systems can also be deployed at
disaster scenes or in field hospitals to facilitate data
sharing, decision-making, and efficient administrative
operations.b

Equally beneficial are EHR alert and decision
support mechanisms that could serve as a continu-
ous communication channel between clinicians and
public health authorities. Public health officials could
provide electronic updates and recommendations to
clinicians both during emergencies and in ordinary
times.”

EHR Shortcomings

The proliferation of available data is generating much
excitement in the public health community. However,
this enthusiasm must be tempered by recognition of
the potential limitations of EHR data.

EHRs often contain data entry errors, in part
because they can increase physicians’ documenta-
tion burden. Busy clinicians sometimes type quickly
and invert numbers, place information in the wrong
patient’s record, click on incorrect menu items, or copy
and paste narrative from prior visits without carefully
editing and updating it.8

Much of the information in EHRs is coded using not
only the International Classification of Diseases (ICD-
9) but also customized lists incorporated into EHR
products, and coding can introduce further errors.
Codes may be confusing, misleading or too general
to indicate the specifics of patients’ conditions.® Fur-
thermore, EHRs may not accommodate detailed and
nuanced natural language notes about patients’ medi-
cal histories and diagnostic findings.™°

Commentators have noted that providers collect data
for clinical and billing purposes rather than for public
health reasons. Thus, EHR content is not always well-
suited for public health uses. Furthermore, clinicians
may have incentives to “upcode” in order to maximize
charges, and this practice can systematically compro-
mise the accuracy of many records.” The menus and

lists built into EHR systems may facilitate upcoding
by suggesting items for which physicians should bill
and making it easy to click boxes for charge purposes.

In some instances, EHRs are incomplete, lacking
essential information such as treatment outcomes.
Patients who receive medication from their doctors
often do not report whether the therapy was effec-
tive. The absence of return visits may mean that the
patients were cured, but it could also indicate that
they failed to improve or deteriorated and decided to
visit different doctors or specialists.!2

In addition, patient records are often fragmented. A
patient may see multiple doctors in different facilities,
and if these practices do not have interoperable EHR
systems, pieces of the individual’s record will be scat-
tered in different locations. Such fragmentation can
hinder surveillance and research efforts because the
patient’s medical history cannot easily be put together
into a comprehensive whole.

EHR vendors are making slow progress towards
achieving interoperability, the ability of two or more
systems to exchange information and to operate in a
coordinated fashion. In 2010 only 19% of hospitals
exchanged patient data with providers outside their
own system.* Vendors may have little incentive to
produce interoperable systems because interoperabil-
ity might make it harder to market products as dis-
tinctive and easier for clinicians to switch to different
EHR products if they are dissatisfied with the ones
they purchased.

The lack of interoperability in EHR systems can
also impede data harmonization. Different systems
may use different terminology to mean the same thing
or the same terminology to mean different things.
For example, the abbreviation “MS” can mean “mitral
stenosis,” “multiple sclerosis,” morphine sulfate,” or
“magnesium sulfate.”” If the term’s meaning is not
clear from the context, then analysts may not be able
to interpret it correctly.

Analytical Challenges and Causal Inference
Even if the EHR data themselves are flawless, analysts
must grapple with a variety of analytical challenges.
These may be particularly pronounced in the case of
studies seeking to answer causal questions, such as
whether certain public health interventions have had
a positive impact.’ EHR data is generally observa-
tional, not experimental, and hence treatments and
exposures are not assigned randomly. This makes it
much more difficult to ensure that causal inferences
are not distorted by systematic biases. Analysts and
users of research data must be familiar with the risks
of selection bias, confounding bias, and measurement
bias.
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Selection bias can occur when analysts unknowingly
employ a study group that is not representative of the
population of interest. The group studied might have
atypical clinical, demographic, or genetic attributes,
and therefore, it would be inappropriate to generalize
study conclusions to the population at large.”

Confounding bias is a systematic error that occurs
because there exists a common cause of the treatment/
exposure variable and the outcome variable.’® For
example, socioeconomic factors may be confounders
because low income may cause individuals to choose
sub-optimal, inexpensive treatments and may also

Secondary use of EHR data in order to

promote public health can be facilitated

through a variety of approaches.

Interoperability, improved infrastructure,
and appropriate data analysis techniques

are all important contributing factors.

separately lead to deteriorated health because of stress
or poor nutrition. A failure to account for socioeco-
nomic status may thus skew study results.

Measurement biases are generated by errors in mea-
surement and data collection resulting from faulty
equipment or software or from human error. In addi-
tion, patients may provide clinicians with incorrect
information regarding their medical histories, symp-
toms, or treatment compliance because they are con-
fused, have impaired memories, or are embarrassed to
tell the truth. Naturally, measurement bias can taint
analytical results. Systematic errors, which can arise
because of EHR-exacerbated problems such as upcod-
ing, are especially challenging.

Adequate Infrastructure

EHR information that is submitted pursuant to the
meaningful use regulations may soon inundate public
health agencies. It is entirely unclear that these agencies
have the infrastructure to receive, store, process, ana-
lyze, and make sense out of the data that is submitted.
According to one source, only 15% of states with general
communicable disease surveillance systems were able to
receive EHR data, and other commentators have noted
inadequacies in computing resources and shortages of
qualified public health analysts.2° Having large volumes
of electronic information available will not promote pub-
lic health if the government does not have the capacity to
process it and apply the findings it yields.
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Recommendations

Secondary use of EHR data in order to promote
public health can be facilitated through a variety of
approaches. Interoperability, improved infrastruc-
ture, and appropriate data analysis techniques are all
important contributing factors.

Interoperability

Establishing interoperability and data harmonization
is of critical importance to the success of the EHR ini-
tiative in general and to its positive impact on pub-
lic health in particular. Semantic interoperability is
defined as the ability to interpret and effectively
use exchanged information, achieved through
“shared data types, shared terminologies, and
shared codings.”!

As discussed above, vendors may not be eager
to support interoperability on their own, and
the absence of this capacity remains a major
concern in the health care community.22 Conse-
quently, vendors should be incentivized or com-
pelled to produce interoperable EHR systems.
One option is to include semantic interoper-
ability requirements in forthcoming Stage 3
Meaningful Use regulations.

Data Collection and Storage

Interoperability alone, however, will not be suffi-
cient to leverage EHRs for public health uses. Health
information technology experts will need to develop
software that can scan clinicians’ EHRs, extract rel-
evant data, analyze it, and communicate findings in
the appropriate format to public health agencies. Such
efforts are already underway, as illustrated by the
example of the Electronic Medical Record Support
for Public Health surveillance platform, described in a
recently published paper.2? Furthermore, to the extent
that EHRs do not organically contain all of the infor-
mation that public health authorities will need, ven-
dors should add forms and fields to their systems that
will ask clinicians to capture and enter the necessary
information.

In addition, the federal government should provide
public health departments with funding to enhance
their infrastructure in order to receive and process
EHR data. Admittedly, however, the current financial
climate may make this recommendation more aspira-
tional than realistic.

Data Analysis

Because the quality of EHR data is variable, analysts
should take steps to estimate error rates and charac-
terize uncertainty about data accuracy. The data origi-
nators, i.e., clinicians, are in the best position to assess
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data quality because they can audit a sample of EHRs
and verify whether information is accurate by inter-
viewing or examining patients. Public health authori-
ties will receive information from numerous providers
and will not have access to patients. Therefore, their
ability to assess data quality will be limited. Never-
theless, they may be able to compare data sets from
different sources, identify values that appear anoma-
lous, and ask the data originators to investigate their
accuracy.*

Public health personnel should keep abreast of
developments in the rapidly evolving field of causal
inference research, such as contemporary theoreti-
cal work concerning identification of causal param-
eters based on properties of causal diagrams. Causal
diagrams are used in the disciplines of biostatistics,
epidemiology, and computer science. These diagrams
consist of points representing different variables, such
as treatment, outcome, and other factors (clinical,
demographic, genetic, etc.) that should be considered,
and the points are connected by arrows, representing
causal relationships. Figure 1 is a very simple causal
diagram that depicts the relationships among three
variables: treatment, outcome, and a confounder. The
confounder is a variable, such as severity of illness,
that might independently affect treatment choice and
outcome and thus should be controlled for. In creating
causal diagrams, analysts are compelled to articulate
their assumptions about causal relationships between
variables and to try to identify all elements that might
affect the outcome of interest. The diagrams con-
stitute maps of cause and effect relationships that
enable researchers to construct sound statistical mod-
els, avoid confounding, and correctly interpret data.
Recent causal inference scholarship elucidates how
causal parameters can be identified and estimated
with the help of computer analysis of complex causal
diagrams.?* An understanding of such developments
in causal inference methodology could enhance pub-
lic health authorities’ ability to evaluate research out-
comes for purposes of changing or implementing pub-
lic health policies.
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Figure |

Causal Diagram Showing Causal Arrows between
Treatment Variable T, Outcome Variable O, and
Confounder C

Conclusion

The transition from paper medical records to EHR
systems could have significant benefits for public
health. However, public health researchers and sur-
veillance authorities must recognize the potential
shortcomings of EHR data and understand how dif-
ficult it is to use them to infer causal effects correctly.
The public health community should embrace initia-
tives to leverage EHRs to promote public health, but
should approach these with a realistic understanding
of the obstacles and challenges they pose.
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